| Background
Canadian law defines fraud as the use of deceit, falsehoods, or other fraudulent means to cheat a person of property, money, valuable security, or any service. For the purposes of this work, deception is regarded as a form of communication that involves two or more individuals (the deceiver and the deceived), where distortion or omissions of information by the deceiver serve to misrepresent something for financial benefit to the deceiver only (Garrett, 2016; Mahon, 2007; Miller & Stiff, 1992) .
The Canadian Anti-Fraud Centre (CAFC) has documented a significant rise in cybercrime (criminal offences involving a computer to either commit or target crime) over the last five years, particularly where the Internet is used as the medium. IHS represent a significant and rapidly growing element of cybercrime (Caulfield, 2015, p. 21; Fischer, Modic, Lea, & Evans, 2013; Rusch, 2003) , and evidence supplied by the CAFC supports this trend (see Figure 1) . CAFC notes that these data likely represent less than 5% of actual fraud activity, as frauds are largely unreported (Canadian Anti-Fraud Centre, 2018) . Many IHS practices exist in a grey area of legislation and remain unchallenged in case law, an example being the promotion of products by celebrities or qualified health practitioners (Baker, 2002; Caulfield, 2015, pp. 21-25; Cohen, 2006; Offit, 2013, p. 35) .
Others are technically legal, such as click-fraud, which involves computer code that automatically generates mouse clicks on an advertisement when a website is visited for web advertisements that pay website owners per click; thereby, draining revenue from the advertiser (Asdemir, Yurtseven, & Yahya, 2008) .
The IHS are characterised by a focus upon opportunistic commercial gain involving sales of a product that is either entirely fake or has a claimed effect, with little to no substantive evidence of efficacy. Research indicates that only about 1% of people exposed to fraudulent offers eventually lose money to them, however, given the ability to mass market these activities cheaply on the Internet, this is sufficient to support a profitable enterprise (Baker & Lewis, 2013; Dyrud, 2005) . The nonfinancial costs of these activities are more difficult to determine but include the negative experience of shame over being perceived as gullible. A greater concern is that engaging in nonevidence-based health practices could prove harmful to health (Caulfield, 2015, p. 321; Cross, 2015) .
Perpetrators have become adept at disguising commercial sales of unproven or ineffective remedies and cures with those of genuine health products and services. These scams range from the overt sale of bogus health items (e.g., radionics machines) to the mass marketing of ineffective therapies (e.g., green coffee for weight loss). More sophisticated frauds avoid legal issues by offering costly seminars that teach esoteric techniques for healing (or other intangible health benefits) rather than selling products directly. Additionally, as the Web is an international medium, sites hosted outside of Canada effectively circumvent the Canada Food and Drug Act regulations that ban the advertising of misleading and direct-to-consumer drugs and medical products (Government of Canada, 2018) .
Currently, if a person feels an advertisement makes misleading claims, their options are to complain to Advertising Standards
What is known about this topic
• Health-related scams have been increasing along with other scams utilising the Internet.
• There is very little data on the nature of IHS.
• There is some evidence to support the view that particular personality traits make engagement with IHS more likely.
What this paper adds
• A consensus among a variety of health professionals on the types of IHS most frequently encountered in North America.
• An initial taxonomy of IHS.
• A risk of deception tool that may help identify potential (Rusch, 2003) . Three distinct characteristics associated with increased risktaking behaviours in consumers have been identified: (a) alternative routes of persuasion, (b) attitudes and beliefs that affect social interaction, and (c) persuasion and influence techniques (Fischer et al., 2013; Modic, Anderson, & Lea, 2014) .
Alternative routes of persuasion utilise emotional shortcuts that bypass logical arguments or evidence about benefits. An example is making a prominent statement in an advertisement that triggers excitement or fear (Fischer et al., 2013; Modic & Lea, 2012) . This appeal to emotion sidesteps logical analysis and triggers consumer acceptance without deeper thought about a product.
This creates a problematic difference in the attitudes and beliefs, about the product, between the buyer and those of the fraud perpetrator; the second of the three characteristics social psychologists associate with increased risk-taking.
Attitudes and beliefs about social interaction involve differences between the victim's attitudes and those of the fraud perpetrator.
Normally, the customer in a transaction is habituated to trading practices where both they and the vendor are engaged in a transaction of genuine value.
Persuasion and influence techniques that are associated with increased consumer risk-taking concentrate on personality traits that correlate with an increased likelihood of engagement with risky products or services. They include: a dislike of premeditation, liking consistency (dislike for changing one's mind), sensation seeking, needing self-control, valuing social influence, openness to taking risks, positive attitudes towards advertising, a need for meaning and purpose (cognition), and a preference for uniqueness (Cialdini & Goldstein, 2004; Fischer et al., 2013; Kenrick, Goldstein, & Braver, 2012; .
One IHS marketing technique that is frequently seen is the use of memes (Park, 2000, p. 15) . Memes are a means for carrying cultural ideas, symbols, or practices, via media such as the Internet, which promote social engagement (Dawkins, 2006 p. 245) . IHS often appropriate memes to promote their product. For example, the use of the phrases such as "one weird trick" or "mom's odd tip" are frequently seen in Web IHS (Huntington, 2013; Kaufman, 2013) .
Presenting the product as unconventional allows it to appear novel, ensuring people do not disengage right away. If a product is marketed as "mom's home remedy", it has the cultural significance of being considered safe and socially trusted. If marketed as "weird,"
consumers tend to view it as something that is not widely known.
Another common meme is to present a product as something mysterious, as in "Doctors don't want you to know this!" This taps into the meme of mistrust of medicine, government, or the notion of Big Pharma. These techniques are often effective with people who desire rapid solutions for complex health problems. The factors of age, gender, education level, and information technology (IT) knowledge have also been associated with scam compliance, although their influence remains unclear (Dutton & Shepherd, 2006; Dyrud, 2005; Fischer et al., 2013; .
It is worth noting that advertisements may use these factors to serve another purpose besides selling something directly, such as to identify which consumers might be susceptible to buying other products or providing remuneration from click fraud (pay per click advertising-where the more clicks an advertisement receives the more the advertiser pays the website host).
In general, IHS activities do not represent evidence-based healthcare practice. Evidence-based practice (EBP) is a significant innovation in healthcare in the last century that provides a useful theoretical context to discriminate IHS from genuine health products and services. An established and useful working definition of EBP is "the conscientious, explicit and judicious use of current best evidence in making decisions about the care of individual patients" (Johnson, 2008; Sackett, Rosenberg, Muir Gray, Haynes, & Richardson, 1996) . It has resulted in the development of a clear hierarchy of levels of scientific research evidence and provides a useful framework to evaluate claims of therapeutic efficacy.
Given this background, this study aimed to establish a taxonomy of IHS marketed in North America using an EBP approach and analysis of the marketing techniques used. A secondary aim was to develop a prototype tool to help assess risk of deception in healthcare products and services marketed through the Internet. These aims allow this study to serve as exploratory work addressing the current gap in understanding of IHS and their uptake, through the following research questions: (Powell, 2003) . The Delphi method was selected as it allows for the equal involvement of different participants to achieve a consensus (Habibi, Sarafrazi, & Izadyar, 2014; Keeney, Hasson, & McKenna, 2011, p. 1-17; Powell, 2003) . It uses multiple rounds of consultation, structured feedback, and provides confidentiality in its approach (Hasson, Keeney, & McKenna, 2000) .
The approach used in this study involved five stages (see Figure 2 ).
| Stage 1: Expert recruitment
A multidisciplinary research group of 10 health professionals was established. Inclusion criteria were health and social professionals working in the Canadian public healthcare system with at least five years of practice experience. The final group consisted of three nurses, two physicians, two pharmacists, two physiotherapists, and a social worker. Recruitment was through an advertisement for participation to faculty working in health professional departments of the University of British Columbia.
There is no consensus on sample size calculation technique for Delphi Studies, and studies have used samples between 5 and 60 people, with little evidence that smaller sample sizes impact validity or reliability (Cohen, Manion, & Morrison, 2011; Hasson et al., 2000; Powell, 2003) . Convention suggests that studies should have a minimum of five participants (Clayton, 1997; Habibi et al., 2014; Sinclair, Oyebode, & Owens, 2016) to establish a sufficient range of views.
Here, the sample is not designed to be representative of a population but selected to obtain those with expertise who also hold an interest in that phenomenon. Therefore, an element of self-selection is necessary and the quality of the panel is seen as the representative characteristic (Keeney et al., 2011; Powell, 2003) .
| Stage 2: Generation of an initial IHS list
A literature review exploring IHS research was conducted using the following major databases: PubMed, MEDLINE, CINAHL, The Cochrane Library, Embase, and Google Scholar. Search terms included terms such as "health, internet, e-mail and web," meshed with searches for "fraud, scam, deception, sham, con, cheat" and similar words. Although no specific research on the phenomenon was identified, a number of papers identified various forms of Internet-based misinformation in a variety of fields Mackey & Liang, 2011; Mitchell, Becker-Blease, & Finkelhor, 2005; Morris & Avorn, 2003; Moustafa, 2016; Ross, 2008; Williams, Karousou, & Mackness, 2011) . Additional items of potential interest were identified through a request for information from the panel, asking them to report IHS activities they had observed within their own fields. They were asked to report advertisements for health products or services in Web sidebar or banner/footer advertisements, pop-up windows, or those received through e-mail that they considered deceptive. The results of this activity together with IHS medical domains and subdomains identified through a query sent to the CAFC formed the basis for construction of an initial listing of the main types of IHS. These were either products (items for sale, physical, or in virtual form) or services (providing personal services by appointment or remotely). Sagen, (Higgins & Green, 2017; Greenhalgh, 2014, p. 17; Sagen, 1997) .
| Stages
Two weeks were given for completion and return of the questionnaires. Interim analysis was then performed using a semanticthematic content analysis on the answers provided (Elo & Kyngäs, 2008) . This was undertaken by the primary researcher and a research assistant. A synthesis of the key elements identified was obtained by coding items based on their explicit meaning, and then condensing (Braun & Clarke, 2006; Elo & Kyngäs, 2008 Questionnaire rounds two and three followed a similar process;
suggestions from the expert group were incorporated into the RoD tool and it was further refined. In round three, the panel was also asked to suggest the relative weighting of the question responses (1 or 2 points) to best quantify the items of the RoD tool.
At the end of the third Delphi questionnaire round, the final tax- 
| RE SULTS
During the process, one pharmacist participant withdrew due to workload commitments. All other participants completed all Delphi rounds.
It became apparent that IHS activities could broadly be differentiated by products (items for sale) or services (requiring consultation with a practitioner). The primary health concern targeted (e.g., asthma) afforded the simplest way to further categorise IHS activities, although some targeted multiple conditions. A list of 16 specific health-concern targets, including 68 types of IHS, were initially identified and stratified across four major categories: body image products, medicinal products, health lifestyle products, and alternative health services. In the second round, the typology expanded further to include a category for diagnostic testing services. After round three a consensus was achieved. After excluding duplicates, 26 specific health concerns with 112 types of IHS activities were identified (see Table 1 ).
The majority of IHS identified (70%) were products. Most of the products marketed either severely misrepresented the efficacy for the given health concern and/or had no strong scientific evidencebase to support their use as advertised (e.g., using magnets to ease arthritis pain).
The RoD tool was refined into a final form (see Table 2 ). The weightings and final categorisation bands were established by the panel; with a score of 0-5 representing a low risk of deception (green category), a score of 6-9 reflecting a moderate risk of deception (amber category), and a score of 10 or more indicating a high risk of deception (red category). By the end of the process, all participants endorsed both the taxonomy and the RoD tool created.
The main categories of the final taxonomy are summarised in before-and-after images (see Figure 3) , pseudoscientific explanations, and testimonials. The second largest IHS category (34% of those identified) was advertisements for medicinal products claiming to treat acute and chronic conditions (Table 3c ,d). About half of these products were rated as high RoD. While most targeted ambiguous or difficult to treat chronic conditions, such as decreased energy or chronic pain, some were aimed at specific illnesses such as arthritis and asthma.
The majority of these products were orally ingested substances, Liking and Similarity-The use of popular association techniques, such as "people like you use this," or "join the millions of satisfied customers." This also includes the use of social influence-use of sociocultural memes promoting inclusivity: E.g., "Mom's tips/ticks," "Doctor's don't want you to know this," "old/weird trick" etc.
If yes-score 2 4. Reciprocation-Something is provided free, and there becomes an obligation to provide something in return (e.g., a free sample or additional "gift" is given to solicit agreement to a follow-up telephone call, or sign up for a monthly scheme)
If Very low = No empirical evidence of efficacy, theoretical framework vague/absent, confirmation through users and testimonials, use of alternative (e.g., faith based) explanations of efficacy.
Score 4
Low = Some empirical evidence, unproven theoretical framework, quasi-scientific work cited, overreliance on confirmation studies, quantitative, or pilot studies, lack of rigorous repeat studies or conflicting results, main publications cited in non-peer reviewed or in special-interest/alternative media, use of alternative (e.g. faith based) explanations of efficacy. of cures, such as in the treatment of acne. Products targeting skincare represented a particularly large market segment (24% of the types of activity identified in this category).
The next largest category, representing 20% of the IHS activities identified was for specific alternative health services requiring a remote or in-person consultation. Like medicinal products these were targeted specific illnesses, but many claimed benefits for a wider range of other conditions (Table 3e ). The majority of products were offered by naturopathic practitioners, such as IV vitamin therapies for cancer, food allergy testing for asthma, or cryotherapy for inflammation, with about 40% of the products found exhibiting high RoD using our tool.
The next largest category by number of instances, was IHS marketed as healthy lifestyle products (18%), particularly antiageing, sexual enhancement, and nutritional products. The majority of these were antiageing products with moderate RoD scores (Table 3f ).
Finally, a small category of diagnostic testing services (1%) was also identified with a single example (mail-order postural assessment; Table 3g ). Some types of scams also arose in multiple categories. For example, Avena Sativa extract was found to be promoted for both body-building and for sexual enhancement.
The marketing strategies identified in these IHS were consistent with psychology of persuasion research, including substantial use of appeal to alternative routes of persuasion, social expectations, and persuasive techniques. The most common persuasive techniques included the use of authority, social influence (including celebrity endorsement), and pseudoscientific language.
| D ISCUSS I ON
This study revealed specific IHS, accessible to Canadians, that used unsubstantiated claims and deceptive marketing techniques to sell health products and services. It became clear early in the study process that making definitive statements related to RoD for all web-based products was unrealistic, as even genuine products use marketing techniques. However, by assessment of the claims of efficacy made, marketing strategies used, and scientific evidence available, it was possible to establish a relative RoD for each type of product or service. Three levels of RoD were identified (low, medium, or high).
The differentiation of services from products helped isolate those IHS activities that were focused on selling individual products (invariably by web-based mail-order) and those that required a provider consultation. The rationale for inclusion of alternative health services requiring a visit to an in-person service provider was deliberated by the team.
However, it proved difficult to logically support a rationale for their exclusion, as they were primarily marketed online using identical techniques as the other deceptive activities; therefore, presenting the same issues. The panel consensus was to include them in a separate category.
| Activities identified
Body building products were predominantly targeted at adolescent and young men, which reflects the findings of other studies in this field. Adolescent and adult male perceptions of body image have been explicitly linked with feelings of confidence and power in social situations; making this population susceptible to misleading marketing (Grogan, 2016; Juli, 2017 Similarly, weight loss products were predominantly marketed to younger women, in the form of metabolic stimulants or body training gimmicks such as weight loss wraps. Exposure to media depicting a thin ideal body has been related to body image concerns for women, and adolescent women are known to be particularly vulnerable to such concerns (Grabe, Ward, & Hyde, 2008; Grogan, 2016) .
The IHS targeting individuals with body dissatisfaction made use of the Internet as a powerful and relatively unregulated communication channel for deceptive media and persuasion techniques to sell products with minimal/no efficacy. As many studies have confirmed, body dissatisfaction can be considered a precursor of psychopathology, and activities preying on these concerns have potential to do serious public harm (Grabe et al., 2008; Grogan, 2016; Grogan & Richards, 2002; Juli, 2017) .
The IHS representing medicinal products were another highly active area. Most were characterised by excessive claims of efficacy for natural and herbal remedies; specifically, for conditions where there was no or minimal supporting scientific evidence. Products were sold using deceptive and/or celebrity promotion, with aggressive subscription strategies for exclusively branded products.
The lifestyle products category also had many IHS exhibiting exaggerated claims of efficacy. For example, one site claimed "Ginseng helps slow the signs of aging in most users." within a sidebar advertisement (Underground Health Reporter, 2017). The advertisers cited a Korean study to substantiate their claims of antiageing and immune boosting effects, although this work was actually a study on fruit flies (Kim, 2013) .
Many of the products were also sold through online pharmacies.
The rise of poorly regulated global online pharmacies as mass producers of counterfeit drugs has been highlighted as a concern by a number of healthcare professionals, to the extent that they are now largely regarded as high risk (Clark, 2015; DeNoon, 2012; Ghodse, 2010) .
The alternative health services identified as IHS in the study were those that specifically used misleading claims of value for conditions where there is currently no clinical justification. One clinic claimed "IV Vitamin C can vastly improve quality of life by increasing appetite, raising platelet counts, easing fatigue and reducing pain." advertising it as an anticancer therapy (YNC, 2017) . This is speculative 
Health concern Type of deceptive identified RoD

Musculoskeletal conditions
Home Ultrasound devices (Electro physical agents)
Claimed to rapidly accelerate tissue healing Moderate
Magnets-for arthritis or other pain relief
Claimed to affect ions in blood and increase circulation around joints
High
Sexually transmitted infections
Dandelion and herbal supplements
Revenue generated through advertising on sites for remedies that can cure infections without a doctor's involvement*
High
Silver Solutions
Claimed as an alternative to antibiotics* High
Herbal STD Capsules
Claimed as a herbal/vitamin remedy specifically for STIs* High
Skin conditions Acne Eczema Psoriasis
Anti-Acne Product Programs Claimed as exclusive formulations, and encourage ongoing multiple-product subscriptions
High
Lemon Juice Claimed acidic properties kill bacteria and dry oily skin and used as entry to market other anti acne programmes Moderate
Beeswax, Lard and Rosehip Oil Compounds
Claimed to have antibacterial and anti-inflammatory effect on eczema while boosting regeneration
High
Aromatherapy Products
Claimed to treat eczema through anti-inflammatory action Moderate
Traditional Chinese Medicine Products
Claimed to release the build-up of disharmonies that causes eczema*
Moderate
Aloe Vera Juice Claimed to detoxify antigenic agents causing psoriasis by repairing the gut wall
High
Mahonia Aquifolium
Claimed to prevent inflammation and irregular skin cell growth in psoriasis*
Moderate
PawPaw & Aloe Vera Creams Claimed to accelerate skin healing in psoriasis Moderate
Turmeric Concentrate (Curcumin) Claimed to be an effective anti-inflammatory for psoriasis* Moderate
(e) Taxonomy of Internet Health Scams Alternative Health Services (*also claimed to treat other conditions)
Asthma
Chiropractic Subluxation
Claimed to readjust vertebrae back to normal reversing obstruction of nerve impulse conduction to the lungs*
High
Naturopathic Consultation
Claimed it has a holistic approach to treating asthma by promoting overall treating food allergies, and using minerals and vitamin supplements*
High
Homeopathic Consultation
Claimed to aid physical symptoms through treatment of whole person minute dilutions of ars-alb, ipecac etc.*
High
Detoxification
Colonic Irrigation
Claimed the purified water dispels all toxins when poured through the colon *
Moderate
Infrared Sauna (IRS)
Claimed to cause one to sweat out toxins and calories, which reduces pain and inflammation and increases weight loss and blood circulation* The use of misleading information in marketing alternative therapies for significant medical problems and the misuse of authority to signify authenticity was of particular concern. This growth in such services, and the lack of regulatory oversight of activities on the fringe of the Canada Food and Drug Act, has been highlighted by several researchers (Caulfield, Marcon, & Murdoch, 2017; Weeks, 2017) . The findings here support the view that the Internet provides an effective and practically unregulated medium for some alternative health practitioners to openly market experimental and unproven services directly to the public. The taxonomy included those from a range of alternative health providers, including some more widely accepted services (such as chiropractic and acupuncture). However, it is not the intention of this research to debate the legitimacy of any specific profession, but simply to highlight the incidence of high RoD activities marketed by individuals working in this area. It is of note that there were also nutritional supplement and skin care products endorsed and promoted by physicians.
The diagnostic services category represents a developing area of IHS with minimal activity to date, but evidence of doubtful claims of the efficacy of these services was found. Initially this category included personal DNA and home STI testing services, however, these were low scoring RoD activities. STI services simply marketed testing without having to talk to a doctor, while the DNA testing services were primarily focused on providing details of ancestry (although they did include some health information).
| Techniques of persuasion
Deception relies on consumers' social beliefs and trading expectations by manipulating their sense of trust and control in making personal healthcare decisions. The primary types of persuasion strategies used with IHS, as uncovered here, were sensational claims of outcomes, emotional appeals, or claimed scarcity and uniqueness of the products (see Table 4 ). 
| Overall characteristics
Claims of efficacy were commonly vague, targeting immunological conditions or cancer as a whole, rather than more specific conditions. By claiming efficacy against generalised conditions, with vague explanations of action, suppliers are less likely to raise concerns (Murdoch, Carr, & Caulfield, 2016; Werneke et al., 2004) .
In many cases the IHS used half-truths in describing the benefits of their products. (e.g., a product with a single study reporting efficacy stated as "scientifically proven"). This is a well-established approach in marketing (Macdonald & Gavura, 2016; Murdoch et al., 2016) , making it difficult for the public to differentiate between useful remedies and those which are unproven.
The use of sensational news stories (often videos) alongside advertisements for products was also frequently observed. This form of marketing is known to be an effective form of mass communication,
gaining advertisers a disproportionate amount of attention (Davis & McLeod, 2003; Ransofoff & Ransofoff, 2001; Uribe & Gunter, 2007) .
The global nature of IHS was also apparent. It was frequently difficult to establish the source of the websites as physical addresses were usually absent or vague. However, IP/URL address tracing indicated over 85% of the products being advertised were from the United States, 6% were from Europe, and less than 3% from Canada. 
Health concern targeted
Type of activity identified RoD
Musculoskeletal conditions
Postural Assessment (Posturology) Claimed to assess posture to treat tight muscles, scoliosis, or other alignment issues. Tools sent to measure posture to be returned by postal service.
Moderate
TA B L E 3 (Continued)
Many of the products advertised elsewhere were sold via amazon.
com, which is hosted in the United States. The position regarding the legality of many of these IHS in Canada represents a grey area.
| Limitations
As the nature of IHS is highly fluid, this work simply represents a snapshot of activity given the rapid turnover rate of sites explored. Many of the examples gathered at the start of the study had disappeared by the end, only to be replaced by new examples. The use of a qualitative exploratory approach also represents a limitation, in that this work reflects the findings of a small group of healthcare professionals, which may not be generalisable. The RoD tool has only been tested for face validity. Therefore, it represents an initial attempt to develop a simple assessment framework and requires further testing and refinement.
| CON CLUS IONS
This study demonstrated that IHS represent a growing and varied phenomenon. Primary activity appears to be in the fields of body image products, medicinal products targeting specific conditions, alternative health service provision, healthy living products, and the emerging field of mail-order diagnostic services. IHS purveyors used alternative routes of persuasion, pre-existing social expectations about trading, and persuasion techniques to target the personality traits of sensation seeking, the need for self-control, openness to taking risks, and preference for uniqueness. The most commonly seen persuasion techniques involved the use of authority (titles, claims of scientific support), social influence, pseudoscientific language (to establish the veracity of the products), and claims of miraculous effects and/or scarcity of the product. People engaging in IHS are not necessarily imprudent individuals but are the subject of highly sophisticated strategies designed to establish trust. Most originate outside of Canada, making regulatory and legal action against them difficult.
The IHS activities cannot be easily classified in a binary manner, as they exist within a continuum of risk. Most simply involve risks of financial loss and humiliation. However, some IHS targeted serious and life-threatening conditions, and the nonfinancial costs of these should not be underestimated.
The RoD tool developed appears to have some initial face validity in assisting in the assessment of suspect Internet health marketing. It is intended to help healthcare professionals educate the public on how to assess the risk of healthcare products and services promoted through the Internet, and to improve public safety.
Given the prevalence and range of IHS, further research in this area is justified; particularly to further validate and improve the RoD 
